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CHAPTER 1 - INTRODUCTION 
 
1.1 Purpose 
 

The purpose of this document is to establish policies, guidance, and standards for 
maintaining effective physical security at the Florida Department of 
Environmental Protection (FDEP), Laboratories (Labs), located at 2600 Blair 
Stone Road, Tallahassee, Florida 32399 within the Bob Martinez Center. 

 
1.2 Applicability and Scope 
 

1.2.1 The provisions of this manual are applicable to all supervisors, managers, 
and staff members employed by the FDEP Bureau of Laboratories.  This 
plan addresses: security standards for FDEP laboratory activities; roles and 
responsibilities; security assessments; preparation of physical security 
plans; and security training and awareness. 

 
1.2.2 Refer to the following Standard Operating Procedures (SOP) and related 

documents for additional information.  These supporting documents are 
listed as references and contain critical details that may not be fully 
described within this SOP. 

 
• Florida Department of Environmental Protection, Bob Martinez Center 

Emergency Action Plan, January 2016. 
 

• Florida Department of Environmental Protection, Security Plan for 
Twin Towers Complex, March 28, 2000. 

 
• Department of Management Services (DMS) Tenant Guide for Twin 

Towers Complex, June 10, 2009. 
 

• State of Florida, Comprehensive Emergency Management Plan, 
February 1, 2004. 

 
• Florida Department of Environmental Protection, Laboratory Health 

and Safety Plan, January 2016. 
 

• Florida Department of Environmental Protection, Safety & Loss 
Control Program, Health and Safety Manual, May 2006. 

 
• Training Procedures for the FDEP Laboratory, (SOP LB-011). 

 
• Laboratory Accountability, Storage and Hazardous Communication 

Procedures, (SOP ERLN-001). 
 

• Understanding Chemical Warefare agent Chemisty, Hazards, Toxicity, 
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and appropriate Response to Exposure, (SOP ERLN-003. 
 

1.3  Definition of Physical Security  
 

’Physical security’ is defined as that part of security concerned with physical 
measures to: 

 
• Provide an umbrella of safety and well-being for staff, visitors, contractors, 

and clients; 
• Prevent unauthorized facility access; and 
• Protect and safeguard information, equipment, materials, and documents 

within the facility against sabotage, damage, theft, and /or unauthorized 
disclosure. 

 
1.4 Potential Threats/Vulnerabilities 
 

Each of the potential security issues listed below will be addressed in this standard 
operating procedure, unless already covered in another document, in which case a 
description of the applicable procedural document(s) will be provided. 

 
Potential  
Vulnerability 

Description Action 

Security 
Breaches 

Deficiencies, inadequate training, 
and/or the absence of effective plans 
and procedures relative to 
controlling access to the facility, 
installed equipment, files, records, 
and information systems. 

For Physical Security 
Breach – Contact  Capitol 
Police and Building 
Manager 
 
For Information Security 
Breach – Contact Office of 
Technology and lab 
manager 

Emergency 
Situations 

Situation involving emergency 
events such as fire, flood, 
gas/chemical release, or staff/ 
visitor injury. 

Call 911, DMS building 
manager, safety officers and 
lab managers 

Natural 
Disasters 

Natural events such as flooding and 
hurricanes. 

Shut off all critical 
equipment. Wait for “All 
Clear” signal from 
supervisors before going 
back to work. 

Disruption of 
Services 

Disruption of utilities or support 
services (electrical power, water 
supply, environmental control) due 
to acts of nature, equipment failure 
or malfunction of critical 
infrastructure. 

Contact DMS & City of 
Tallahassee for critical 
electrical, gas, and water 
disruptions. 
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1.5 FDEP Security Design Principles 
 

The physical security program for the FDEP Laboratories (Labs) has been 
established and implemented in accordance with security design principles 
established by the Florida Department of Management Services (DMS), the 
Department of Environmental Protection, and recommendations made by Midwest 
Research Institute in their assessment report dated February 13, 2009.  Based on 
those principles and recommendations, this plan: 
 
• Addresses the need to save lives and prevent injury, as well as protect the 

facility and its functions and assets. 
• Outlines a flexible and reasonable approach to insure reliability, safety, and 

security of the facility; 
• Considers cost effectiveness and geographic location; 
• Acknowledges the acceptance of some risk; and 
• Recognizes that the facility must connect with the public in a reasonably open 

and accessible manner. 
 
1.6 FDEP Labs’ Physical Security Policy 
 

Each supervisor, manager, and individual employee is responsible for maintaining 
and ensuring the safety, protection and security of all information, resources and 
property over which he/she has knowledge and control, as well as providing for 
the safety and well being of all occupants of the facility.   

 
1.7 FDEP Health & Safety/Physical Security Advisory Group 
 

The FDEP joint Health & Safety/Physical Security (H&S/PS) Advisory Group 
provides a forum to review, coordinate, and make recommendations on the 
processes and procedures that ensure the Health & Safety and Physical Security of 
the facility. 
 
In addition to H&S issues, the H&S/PS Advisory Group may assist with the 
following: 
 
• Implementation of a strategy for maintaining an effective H&S and physical 

security program for FDEP Laboratories. 
• Perform a periodic review of H&S/Security procedures. 
• Test and audit the laboratory H&S/Security procedures.  
• Make recommendations to improve and update H&S/Security measures. 
• Maintain updated H&S/Security documentation. 

 
1.7.1 Health & Safety/Physical Security (H&S/PS) Advisory Group Members 
 

At a minimum, the following individuals must participate: 
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• Facility Health and Safety Officer 
• Environmental Response Laboratory Network (ERLN) Representative 
• One Representative each from the Biology Section and the Organic and 

Inorganic Groups within the Chemistry Section. 
 
1.8 Coordination with Local Emergency Services 
 

To insure a coordinated response in the event of an emergency, a Memorandum of 
Understanding (MOU) is to be maintained with the local police and fire 
department.  An MOU is a document developed jointly to addresses issues that 
may save time, property, or life in the event of an actual emergency at the 
laboratory facility. An example MOU is in Appendix A. 

 
CHAPTER 2 – PHYSICAL SECURITY STANDARDS 
 
2.1 General 
 

This Chapter presents the basic physical security standards for the FDEP Labs.  
These standards are based on guidelines presented in the Florida Department of 
Management Services (DMS) Security Plan and FDEP Security Plan for the Bob 
Martinez Center. 

 
2.2 FDEP Site Condition 
 

The laboratory complex consists of four buildings situated in the Bob Martinez 
Center.  The four buildings are designated as Laboratory Office Building A, 
Laboratory Building B, Laboratory Building C and General Service Building D.   
The complex is accessible from the front entrance (east side) and from the gate 
entrances on the north and west sides. Please refer to Appendix B for building 
diagrams. The minimum security standards for the site are outlined and discussed 
in the sections below. 
 
The laboratory complex was never designed to be an impregnable fortress and so 
it should be understood that the primary security measures will entail monitoring 
and controlling movement within the facility and impeding unauthorized activities 
until appropriate authorities can be summoned.  
 

2.2.1 Security Standards – Perimeter Security 
 

The perimeter area for the Bob Martinez center is the first line of security and 
mode of initial access.  Because of the open nature of access into the perimeter of 
the Bob Martinez facility, the security measures entail mostly monitoring, with no 
significant physical barriers before the main entry doors of the buildings.  The 
loading docks and service areas have limited physical barriers comprised of 8-
footchain-link fencing and locked gates. 
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Figure 1: View of the main laboratory Buildings A and B. The BMC office building is the light 

colored structure in the left background. 
 
The perimeter security measures include: 

 
Perimeter Security Standards 

Parking 
Facility parking is designed for government employees, authorized visitors and contractors. 
Other vehicles are subject to being towed away. 
Access controls to loading dock areas and service parking areas, 
Signs are posted to alert the public to parking restrictions and arrangements have been made for 
towing unauthorized vehicles. 
Adequate lighting is provided in parking areas to ensure the safety of employees and authorized 
visitors and to deter illegal or threatening activities. 
 
Closed Circuit Television (CCTV) Monitoring 
Fourteen surveillance cameras with time-lapse video recording are used for monitoring key 
exterior and interior areas. 
Signs are posted advising of 24-hour video surveillance. 
 
Exterior Lighting 
Lighting with emergency back-up power is provided along the building exterior and at 
entrances and exits. 
 
Windows 
Tempered glass windows to all exterior windows. 
 
Physical Barriers 
Physical barriers (gates and chain-link fence) are in place along service areas of the facility. 
State vehicle parking is in a fenced and gated area to prevent unauthorized vehicle access. 
Buildings are of concrete and brick construction. 

 
2.2.2  Security Standards – Entry Security 
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The primary entry into the Bob Martinez Center is through the East Wing front 
door. All visitors and delivery personnel must report to the desk located on the 
first floor of the East wing to sign-in and be issued a visitor identification badge 
which will be displayed at all times while in the building and returned to the 
Building Security staff upon departure. 
 
All of the secondary entry doors are secured and monitored by a proximity card-
reader system. The security standards for entry points are as follows: 

 
Entry Security Standards 

Access Control 
Security staff is posted at the main entrance to control building access and/or access to the 
laboratory complex. 
Entry control is accomplished through installation of proximity reader/locking devices and 
proximity card access on the entrance doors. 
An Intrusion Detection System (IDS) with central monitoring capability is installed at the 
building exterior doors.  This system is active during non-business hours. 
 
Entrance/Exits 
All mail/packages hand-carried into the building are subject to screening by visual inspection. 
Glass doors are installed at the main entrance ensuring the immediate area outside of the 
entrance is visible from within. 
 Glass doors are installed at the main entrance ensuring the immediate area outside of the 
entrance is visible from within. 
All exterior entrances/exits have high security locks that meet DMS specifications. 
 
Receiving/Shipping Areas 
Package entry and access to receiving/shipping areas are restricted, requiring ID card access. 

 
2.2.3  Security Standards – Interior Security 
 

The interior of the Bob Martinez Center has additional security measures to secure 
restricted areas, insure health & safety, and maintain communication. 

 
Interior Security Standards 

Access Control 
Entry control into restricted areas is accomplished through installation of proximity 
reader/locking devices and proximity card access on the entrance doors. 
 
Public Address System (intercom) 
A public address system has been installed to permit emergency announcements to occupants 
of FDEP Laboratory Complex. 
Hard-wired phone system. 
 Badges and Escorting 
All visitors and contractors (Access levels 1 and 2) must carry a badge that is visible at all 
times and be escorted by lab staff while in the lab facility. 
 
Everyone (all Access levels) must carry a badge that is visible at all times while in the lab 
facility. 
 
Badges (proximity cards) have custom entry permissions. 
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Utilities and Restrooms 
Utility areas and restrooms in the facility are secure and only authorized personnel can gain 
entry. 
Emergency back-up power to critical systems (e.g. alarms systems, telephone 
communications, and computers) is available. 
Emergency lighting is provided throughout the facility including illuminated exit signs 
powered by emergency lighting system. 
A fire detection and suppression (sprinkler) system is installed and provides 100 percent 
coverage to Lab. Building B, Lab. Building C and Service Building D. 
Mechanical System and HVAC 
Access to fresh air intakes, mechanical areas, and roof tops in the lab facility is strictly 
controlled. 
 
Access to Key Watcher System 
Access to critical keys is controlled via an electronic key box which controls and logs all 
activities involving facility keys and temporary access badges. 
Access to Refrigerators and Freezers 
Access to facility refrigerators containing samples and standards is controlled via proximity 
readers and, for certain refrigerators, keyed locks as a secondary security barrier. 

 
 

 
Figure 2: Proximity Readers provide access to restricted areas within the facility  
with an authorized proximity card. 

 
2.2.4  Security Standards – Security Planning and Coordination 
 

Maintaining up-to-date security plans and coordination is essential to insure the 
long-term integrity of a comprehensive security strategy. As such, our security 
documents and procedures are required to be evaluated and updated at least 
annually. In addition, all staff must fulfill regular safety training requirements.  
The standards for planning and coordination are provided below:  

 
Security Planning and Coordination Standard 

Physical Security Plan 
A comprehensive Physical Security Plan exists and is kept current. This plan is reviewed at 
least annually. 
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Copies of the Physical Security Plan are made available to all employees. 
Emergency Action Plan 
An Emergency Action Plan has been established and includes the participation of all tenants 
in the facility. This plan is reviewed at least annually. 
Security, Training, Education, and Awareness 
Security training and awareness materials have been developed and distributed, to provide 
up-to-date information covering practices, employee security awareness and personal safety 
during emergencies. 
A formal security-training program has been established, including new employee orientation 
and an annual update for all FDEP Labs employees. 
  
Background Security Checks for Contract Service Personnel 
Background security checks and security control procedures are required for all contract 
personnel within the facility.  Select exempt service (SES) employees also undergo 
background checks and fingerprinting. 
Background checks are required for all personnel having access to select chemical agents. 

 
2.3 Equipment, Secured Areas and Vehicle Accessibility 
 

Equipment, barriers, and other special hardware used for security in the laboratory 
are described. The operation, cleaning, and scheduled maintenance procedures 
prescribed by the equipment manufacturers are followed as provided in the 
Operator’s Manuals. 
 
2.3.1 Keyed and Proximity Card Door Security 

 
The laboratory’s primary doorways are equipped with a Card Key 
proximity card system to both restrict access and maintain a record of 
access.  The proximity cards are programmed to restrict access based on an 
employee’s access level.  The access levels are established by the 
employee’s supervisor and building management.  The security software 
used to edit the laboratory access levels is called Pegasus and is only 
accessible by the building safety officer and building management. 
 
Access to keys and general-use cards is controlled by an electronic Key 
Watcher Vault System that maintains access, security, and electronic log 
for all keys and cards issued.  The building access and badge issuing 
authority is described in Section 2.5. 
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Figure 3. Employee accesses approved keys in the KeyWatcher System 

 
2.3.2 Cameras and Recording Equipment 

 
The cameras on the exterior of the buildings are fixed Sony or Samsung 
day/night units that are computer networked and record continuously. The 
interior cameras are Sony pan/tilt/zoom units that are controlled by 
computer network, but do not continuously record.  All camera monitoring 
and controls are managed over a secure network system with access 
limited to management and security personnel. 
 

 
Figure 4: Security cameras are located at strategic points around the facility. 

 
2.3.3 Loading Dock Security 
 

The laboratory loading dock areas are located behind a 6 to 8 foot high 
fence that is locked during non-work hours and are monitored 24/7 by the 
exterior camera surveillance system.  Furthermore, all laboratory access 
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from the loading docks, including elevators, is secured either by key or 
proximity readers.  

 
  
 
 
 
 
 
 
 
 
 
 
Figure 4 Secured loading dock area. 
 
2.3.4. Vehicle Access Area 

 
The secured state vehicle access area is located behind an 8-foot fence that 
is locked during non-work hours and requires a code access.  

 
2.4 Enterprise Information Technology Security Policies 
 
 The purpose of the information technology security policies is to ensure that security of 
the laboratory’s information resources is sufficient to reduce the risk of loss, 
modification, or disclosure of those assets. The policies put into place to accomplish this 
objective may be found in the Florida Department of Environmental Protection 
Administrative Directive 390 and references therein. 
  
http://www.dep.state.fl.us/admin/depdirs/pdf/390.pdf 
 
Information security policies and standards apply to all employees. They also apply to 
other government agencies, contractors, or vendors who are provided account access to 
the agency network and computer systems. The policies apply regardless of whether 
connection to agency information technology resources is from within or from outside the 
agency. Further, these policies and standards apply to DEP automated information 
systems which access, process, or have custody of data and to mainframe, minicomputer, 
microcomputer, distributed processing, and networking environments of the Department.  
 
2.5 FDEP Building Accessibility Levels and Badge Issuing Authority 
 

Access to the facility or equipment within the facility is determined by five 
accessibility levels.  These levels are rank from lowest to highest as Level I, Level 
II, Level III, Level IV, and Level V. 

 
Instructions for staff regarding the issuance of temporary security access badges 
within B/Labs and their associated controls are provided in Appendix C.  The 

  

http://www.dep.state.fl.us/admin/depdirs/pdf/390.pdf
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security levels are summarized as shown below. 

 
Figure 5. The badge design includes a DEP logo and the employee’s picture, name, and title. 
 
2.5.1 Level I Temporary Accessibility 
 
Level I accessibility is granted to visitors and members of the general public who 
are scheduled to attend various meetings and functions that are coordinated by the 
Florida Department of Environmental Protection (FDEP).   Typical functions for 
Level I accessibility are public hearings, laboratory tours, educational & learning 
activities, etc.  All visitors must sign in at the front desk located on the first floor of 
the Bob Martinez Center Office Building.  Visitors to the laboratory must have an 
FDEP sponsor and will be escorted by an FDEP laboratory employee at all times.  
Public access to the laboratory complex conference room in Building A may be 
arranged by a FDEP employee hosting an event or meeting. 
 
2.5.2 Level II Temporary Accessibility 
 

Level II accessibility is granted to service engineers, contractors and 
consultants who are conducting temporary businesses and must have access 
to designated working areas.  These individuals must have undergone a 
security background check performed by the Florida Dept. of Law 
Enforcement (FDLE).  The individual must wear their company’s 
identification card and FDEP security badge at all time.  The FDEP security 
badges are acquired in Lab Building A from building security staff. A 
B/Labs employee must escort the visitor and ensure their safety while on the 
premises. Facility accessibility for Level II visitors is from 8:00 am to 5:00 
pm, Monday to Friday.   

 
2.5.3 Level III Accessibility 
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Level III accessibility is granted to contractors and/or consultants who are 
conducting semi-permanent contractual agreement with FDEP and must 
have access to a designated working area.  These individuals must have 
undergone a security background check performed by the FDLE and fill out 
the access ID card application.  The individual must wear their company’s 
identification card and approved FDEP security badge with their picture at 
all time.   

 
Examples of contractors with Level III access are Janitorial Services 
employees, on-site computer programmers, etc. 

 
2.5.4  Level IV Accessibility 
 

Level IV accessibility is granted to all DEP Lab employees including OPS 
staff with their supervisor’s approval.  Level IV access allows employees 
entry to office building A, the Twin Towers office building, laboratory 
building B, selected areas of laboratory building C and other rooms within 
the facility depending on their duties.  Employees must complete an 
identification card application and submit the application to their 
supervisor(s) for approval. 

 
2.5.5 Level V Accessibility 
 

Level V accessibility is granted to senior managers, selected supervisors, 
the DMS building manager and the facility engineer.   Level V access 
authorizes managers and selected supervisors to access all buildings, entry 
gates and rooms with a security access card and/or facility keys.  
 

2.5.6 Issuing Authority for Badges 
 

Employees are issued Level IV or Level V access identification badges (as 
authorized by bureau managers), either by the Labs safety officer, the Labs 
Chemistry Section operational support officer or by the Bob Martinez 
Center (BMC) main security desk.  Level IV or V access to the laboratory 
buildings (B or C) by non-Labs employees will be granted only for reasons 
satisfactory to B/Labs’ management (Bureau Chief or designee).  All non-
B/Labs employees having access to B or C laboratory buildings must 
attend a laboratory safety course and security awareness course offered by 
the B/Labs. Visitor badges to the complex are issued by the BMC main 
security desk; however additional Level II badges may be issued by 
authorized staff within B/Labs.   
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Figure 6: Temporary Employee, Technician, and Contractor Badges  

are located on the 3rd floor near the KeyWatcher system 
 

2.6 Emergency and Natural Disaster Situations 
 

Detailed procedures for emergency situations and natural disasters are provided in 
the FDEP Health & Safety Plan and State of Florida Comprehensive Emergency 
Management Plan.  These documents are the primary sources of information in 
the event of an emergency. 
 
In addition, all staff must be knowledgeable of the chemicals/reagents used within 
their area of responsibility and the protocols in the event of a spill or accidental 
exposure. 
 
Information for contacting emergency personnel, the laboratory safety officer, and 
addressing Worker Compensation issues is discussed in the FDEP Health & 
Safety document and is posted at every laboratory safety station. 

 
2.7 Disruption of Service 
 

Disruption of utilities or support services (electrical power, water supply, 
environmental control) due to acts of nature, equipment failure, or malfunction of 
critical infrastructure poses a potential security risk to the laboratory.  The 
following measures have been put into place to insure continuity-of-service in the 
event of a service disruption: 

 
2.7.1  Electrical Service Redundancy 

• An 80 KVA Uninterruptible Power Supply (UPS) provides electrical 
power for critical equipment in the laboratory during a transient power 
outage or brown-out condition. In the event of a longer power outage, a 
back-up generator automatically starts-up to provide electricity. The UPS 
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is designed to provide continuity of service prior to the back-up generator 
coming on-line. 

• A 350 KVA Back-up Diesel Generator provides electrical power for the 
laboratory, by means of an automated transfer switch, within 5 seconds 
after a power outage. 

• In the event of an electrical service failure the Laboratory Safety Officer is 
contacted by DMS who monitors the main electrical supply 24/7. 
 

 
2.7.2 Laboratory Hood Ventilation Redundancy 

• The laboratory ventilation system is equipped with redundant ventilation 
fans in the event of a fan motor or equipment failure. The electrical supply 
for the fans is backed-up by the laboratory generator system. 

• In the event of a hood ventilation failure the Laboratory Safety Officer is 
contacted by DMS who monitors hood electrical operations 24/7. 

 
2.7.3 Refrigeration Monitoring 

• The main refrigerators and freezers used for storing samples are monitored 
by networked sensors which trigger an alarm when the temperature is out 
of a set range.  The automated system contacts on-call staff by email or 
electronic texting. 

 
2.7.4 Water Supply Redundancy 

• Two 300 gallon DI water tanks with multiple DI cylinders are maintained 
to supply DI water throughout the laboratory. 

• The laboratory has an on-site well in addition to the municipal water 
supply. 

 
2.7.5  Equipment Maintenance 

• Equipment service contracts are maintained on all critical instruments to 
insure continuity of service and to minimize instrument down time. 

• All equipment maintenance is recorded in dedicated instrument logs. 
 
 
CHAPTER 3 – ROLES & RESPONSIBILITIES 
 
3.1 General 
 

This Chapter covers the organizational units that are responsible to ensure the 
protection of DEP employees, visitors, and property. Refer to the laboratory 
Quality Assurance Plan for identification of individuals and their detailed roles 
and responsibilities. 

 
3.2 Organizational Structure 
 

The DEP Laboratories, a scientific services component within the Division of 
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Environmental Assessment and Restoration, consists of three sections: Biology, 
Chemistry and Scientific Support Services.  The Deputy Director is responsible 
for the overall administration of the sections’ activities and recommends security 
guidelines for the laboratory complex.  Security plans developed from those 
guidelines may be subject to approval by the Division Director or delegate.  
 
A more detailed overview of the organization structure and individual 
responsibilities is available in the FDEP Labs Quality Manual. 

 
3.3 Responsibilities for Security Plan Implementation 
 

Each of the three sections within the Labs is managed by a section head and their 
cadre of senior scientific managers. The section heads and managers, along with 
the bureau’s safety officer, are responsible for developing and maintaining this 
security plan and for ensuring its implementation.  Ultimate responsibility for the 
safety of the laboratory’s employees and visitors and for the security of the facility 
lies with the Deputy Director and the section heads. 

 
Safety and security are not solely the responsibility of management.  All Labs 
employees are required to undergo safety and security training and are expected to 
assume a degree of responsibility for their own safety and security as well as for 
their coworkers and visitors.   

 
Security cameras are utilized for monitoring the building perimeter as shown in 
Appendix B.  Monitoring and maintaining images captured by those cameras is 
the responsibility of the BMC main security desk.  Labs have assumed 
responsibility for maintaining the cameras and supporting hardware under its role 
in the Environmental Response Laboratory Network. 

 
Building security proximity card readers control access to exterior doors and to 
certain interior laboratory rooms via the access identification badges described in 
Section 2.5.  The Florida Department of Management Services (DMS) maintains 
the proximity card readers on all exterior doors as well as the controlling software.  
The Labs is responsible for installing and maintaining proximity card readers on 
individual laboratory rooms. 

 
CHAPTER 4 – IMPLEMENTATION & MANAGEMENT GUIDELINES 
 
4.1 General 
 

This Chapter provides guidelines for implementing an effective physical security 
program for FDEP Laboratories. 

 
4.2 Risk Management Process 
 

Because of the range of ongoing activities within the FDEP Lab Complex and 
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various risk components associated with each of them, there is no single security 
system that would work ideally for all of them.  The solution adopted by the 
laboratory is a risk management strategy to guide the security process in how to 
address each of the risk components.  This process entails five basic steps 
described below: 
 
• Identify Assets – What are we protecting? 
• Determine Potential Threats - Who are the adversaries? 
• Analyze Vulnerabilities - How are we vulnerable? 
• Assess Risks – What are our priorities? 
• Apply Countermeasures – How do we protect assets and minimize risk? 

 
In  this regard, risk management is defined as a systematic and analytical process 
that considers the likelihood that a threat will endanger assets, individuals, or 
functions at a given location and identifies actions that will reduce the risk and 
mitigate the consequences of an incident intended to harm, disrupt, or destroy a 
facility and it occupants.  An effective risk management approach includes the 
following three primary elements listed below. 

 
Threat Assessment is a process that identifies and evaluates the impact of 
conditions that may cause injury, illness, or death of personnel, damage to or loss 
of equipment or property, or mission degradation. 

 
Vulnerability Assessment is a process that identifies systematic weaknesses that 
may be exploited by potential adversaries. 

 
Critical Assessment is a process designed to systematically identify and evaluate 
the facility assets based on the importance of its function. 

 
4.3 Security Assessment  
 

The risk management process described above will be considered each time the 
security plan is revised and will factor into a regular security assessment for the 
laboratory complex.  The security assessment for the FDEP Laboratory Complex 
will be prepared every 4 to5 years after the first initial assessment or whenever 
significant changes in the facility have occurred.  An initial site security 
assessment was conducted by Midwest Research Institute (see Appendix D).  It is 
important that the assessment is conducted by a qualified representative(s) of an 
independent office or agency that does not have direct responsibility for the 
physical security of the facility.  Candidate entities for conducting the assessment 
include the Bureau of Emergency Response, Dept. of Management Services, 
Security and Fire Section, Tallahassee Police Department and other security 
service contractors. 

 
The DEP/Labs’ Safety Officer will arrange for and coordinate the scheduling and 
conduct the security survey on which the Assessment will be based.  Coordination 
and scheduling will be accomplished with the B/Labs Bureau Chief and other 
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laboratory managers. 
 
 
CHAPTER 5 – TRAINING AND AWARENESS 

 
5.1 General 
 

Training is one of the most important elements in a Health, Safety and Security 
program.  Training and awareness materials have been developed and distributed 
to provide up-to-date information covering practices, employee security 
awareness, and personal safety during emergencies. Refer to the Laboratory 
Training SOP LB-011 and the FDEP Laboratory Information Management 
System training module for additional details. 

 
5.2 Training Objectives 
 

The objectives of training are to: 
 
• Familiarize employees with FDEP safety policies security policies, and 

workplace practices;  
• Maintain an effective injury and illness prevention program; 
• Maintain physical security of FDEP facilities and resources; 
• Insure compliance with safety rules, policies, and job-specific procedures; 
• Decrease the potential for incidents and injuries in the workplace; 
• Develop and maintain skills in health, safety and security; 
• Minimize operating costs and maximize productivity; 
• Maintain up-to-date records of training; 
• Achieve compliance with federal and/or state regulations.  

 
5.3 New Employee Orientation 
 

Health, safety, and security orientation begins on the first day of initial 
employment or job transfer. Each employee must have access to a copy of the 
Health and Safety Manual, safety rules, policies, and laboratory procedures 
pertaining to his or her job. Supervisors should ask questions of employees and 
answer their questions to ensure knowledge and understanding of safety rules, 
policies, and job-specific procedures. Compliance with the safety rules is 
required. 

The training is designed to enable employees to learn their jobs properly, bring 
new ideas to the workplace, reinforce existing safety and security policies, and put 
the injury and illness prevention programs into practice. Many positions require 
specific types of safety and security training.  Some examples are Hazard Waste 
awareness, Hazardous Waste handling, CPR/First Aid, and Lab Safety.  It is the 
Supervisor's responsibility to see that this training is provided in a timely 
manner.  Training is required for both supervisors and employees alike. 
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5.4 Security and Awareness Training 
 

Security and awareness training must be provided to all laboratory employees as 
part of their initial orientation.  This training may be incorporated as part of the on-
going Health & Safety training program.  The security and awareness training will 
emphasize the following: 
 
• Awareness of the various security features of the facility, including doors, 

gates, cameras, and signage; 
• Awareness of the facility’s policies regarding visitors, contractors, and other 

service providers; 
• Importance of maintaining gates, doors, and other security measures; 
• Questioning unfamiliar persons within the facility without proper ID; 
• Familiarization with the KeyWatcher system for maintaining keys; 
• Maintaining confidentiality of client and laboratory information; 
• Access levels are assigned based on need only; 
• Each user has a unique user identification; 
• Security of passwords; 
• Laptop and physical security of computers; 
• Document all persons with temporary or occasional authorized access and to 

escort them at all times; 
• Entrances to areas of highest sensitivity must be secure and monitored; 
• Define information security and describe why it is necessary, and how it 

relates to your job; 
• Identify who is responsible for information security; 
• Identify the roles and positions established to help you safeguard information; 
• Explain how as a team member you safeguard information; 
• Identify the criterion for “Authorized Staff” and identify required 

;authorization for access, update, and release of information; 
• Utilize appropriate business practices and technologies; 
• Explain what to do if you suspect a breach of security, breach of 

confidentiality, or violation of policy & procedures; 
• Appropriately report incidents involving security violations; 
• Things to look for (causes of suspected breaches and violations); 
• Penalties and consequences that can be avoided by being risk aware; 
• Confidential information should never be released or discussed 

over the phone without verifying that the caller is legitimate, and 
• All telephone conversations in which confidential information is discussed 

must be made from an area that ensures confidentiality. 
• Release of information must follow DEP procedures. 

 
CHAPTER 6 – REFERENCES 
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Appendix A 
Memo of Understanding 
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Appendix B 
Diagram of Bob Martinez Center  
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Appendix C 

Temporary Laboratory Badges 
 
 

DEP Temporary Badges 
NO BADGE IS TO BE LEFT UNATTENDED AT 

ANY TIME 
 

Custodians who are authorized to give badges: 
Sara Armour 

Barbie Wozniak 
Candance Sereico 

Nhon Vo 
Tim Fitzpatrick 
David Whiting 

 All EMs and EAs 
All temporary badges must be assigned a DEP 

sponsor, who is responsible for the 
actions and safety of the individual 

possessing the badge and for the return of 
the badge.   

The sponsor (or designee) must return the 
badge to a custodian.  If that is not 

possible, they must drop the badge in the 
drop box.  A custodian must check the 
drop each morning to ensure the return 

of the badges that have been assigned the 
day before. 

 

E: Temporary Employee 
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This person is allowed temporary access to the 
Laboratory and Twin Towers 24/5 without an 
escort.  The supervisor (or designee) will be 
notified of this badge issuance and will need to 
sign as sponsor. 

 
This is a programmed badge. 
 
This badge is to be checked out and returned each 

day. 
 
 

T:  Technician 
This person is allowed temporary access to the 

Laboratory from 8am-5pm Monday-Friday 
without an escort.  A DEP sponsor must be 
assigned. 

 
This is a programmed badge. 
 
This badge is to be checked out and returned each 

day.  When returned, the badge must be signed 
for by a permanent DEP Laboratory employee 
confirming its return. 

 

C:  Contractor 
This person is allowed temporary access to the 

Laboratory 24/7 without an escort. A DEP 
sponsor must be assigned. 

 
This badge is to be checked out and returned each 

day.  When returned, the badge must be signed 
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for by a permanent DEP Laboratory employee 
confirming its return. 

 
Questions or concerns about contractors can be 

directed to Nhon Vo or Sara Armour. 
 

G:  Guest 
This person is allowed access to the Laboratory and 

must be escorted at all times.  A DEP sponsor 
must be assigned. 

 
This is a non-programmed badge. 
 
This badge is to be checked out and returned each 

day.  When returned, the badge must be signed 
for by a permanent DEP Laboratory employee 
confirming its return.  A numbered badge 
issued by the main security desk will also 
suffice. 
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Appendix D 
MidWest Research Institute - FDEP Security Analysis 
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