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DEP Electronic Reporting System

January, 2007


Florida Department of Environmental Protection (FDEP)
Electronic Reporting (eReporting) System and the Cross-Media Electronic Reporting Regulation (CROMERR)
DRAFT
1. Introduction

The Florida Department of Environmental Protection (FDEP) is the lead Florida state government agency for environmental protection and resource management activities.  In addition to its role as lead state environmental regulatory agency, FDEP is also responsible for the acquisition and management of state lands, the oversight and management of the Florida State Parks System, and a variety of other land and natural resource management activities.  With such a range of responsibilities, FDEP receives numerous and diverse documents and reports from an array of customers.  These documents include permit applications, monitoring reports, notices of intent, land acquisition authorizations and construction specifications, 

DEP would like to improve the efficiency and effectiveness with which it does business with its customers by developing a single, enterprise-wide electronic document receiving system.  This system, hereafter called the FDEP Electronic Reporting System, is part of a larger e-Services Portal Strategic Initiative.  The successful implementation of a single eReporting system would result in numerous benefits, both for the FDEP and its customers, including:

· improved quality in data submissions from the public,
· reduced data entry workload for FDEP staff,
· faster communications between FDEP and its customers,
· reduced burden on the public by allowing FDEP customers to register and establish a single account for submitting electronic documents to any FDEP program.
While there are many significant benefits to developing a single eReporting system to support all of FDEP’s programs, a recent action by the United States Environmental Protection Agency (EPA) has made development of such a system critical specifically to the environmental regulatory programs.  On January 11, 2006, EPA’s Cross-Media Electronic Reporting Rule (CROMERR, Title 40 Code of Federal Regulations) became effective.  CROMERR has two purposes: 1) to provide electronic reporting alternatives that improve the efficiency, the speed, and the quality of regulatory reporting, and: 2) to ensure the legal dependability of electronic documents submitted under environmental programs. 

Under CROMERR, states must seek EPA approval to accept electronic documents to satisfy reporting requirements under environmental programs that EPA has delegated, authorized, or approved them to administer.  CROMERR establishes a process that states can use to seek and obtain such approval, and includes performance standards against which state’s electronic document receiving systems will be evaluated. As a result of CROMERR, the FDEP’s Divisions of Air Resource Management, Water Resource Management and Waste Management must respond to this requirement.
As they relate specifically to CROMERR compliance and FDEP enterprise reporting, the current high-level objectives for a FDEP eReporting System are to:

· meet performance standards established by the CROMERR in order to receive approval by the EPA for changes to all affected delegated, authorized, or approved programs,
· comply with any additional document submission requirements specified in Florida Statutes, Florida Administrative Code and EPA regulations.,
· provide a user interface that is seamless and integrated,

· allow FDEP customers to register, establish their identity, and request and obtain an e-signature device through a single user account manager,

· receive any information in digital form, including images, data, text, electronic file “attachments”, sounds, codes, computer programs, software or databases.
· provide the flexibility necessary to incorporate FDEP’s land and resource management programs’ electronic reporting needs into the FDEP e-reporting system.
The remainder of this document details those elements necessary to develop an appropriate e-reporting system that both complies with the federal CROMERR requirements and fits within the vision of a single FDEP eReporting System that supports both its regulatory and resource management programs. While specific requirements have been identified for regulatory program compliance, any Department-wide e-reporting system must provide the flexibility to allow other non-regulatory programs to integrate their reporting and document submission requirements at a later date, as those requirements are identified.  Due to federal deadlines, the FDEP eReporting System will initially focus on the specific requirements for CROMERR-compliance
.  
2. Background

A number of programs in FDEP currently receive documents electronically. For example, the Office of Wastewater Management receives electronic Discharge Monitoring Reports via the Electronic Environmental Reporting (e2 Reporting) System. The Division of Air Resource Management receives many permit applications electronically through the Electronic Permit Submittal and Processing System (EPSAP). Representatives from these and other programs directly affected by CROMERR began holding weekly meetings to coordinate the agency’s response to EPA in June, 2006. The CROMERR Coordinators Workgroup established the following objectives:

· FDEP should use the special 40 CFR Part 3 approval process that allows consolidated applications for multiple programs to submit a single consolidated CROMERR Application for all programs, even those that are not currently receiving documents electronically.
· FDEP should create a single, enterprise-wide electronic document receiving system as part of its larger e-Services Portal Strategic Initiative
 to be used by all programs at FDEP, whether they must comply with CROMERR or not.  

· The drive toward a single enterprise-wide electronic document receiving system and our effort to apply for and receive EPA approval should not interrupt existing, successful electronic document receiving web applications.

· Development of the FDEP Electronic Reporting System should begin concurrent to the EPA CROMERR review and approval process.  However, development will proceed at risk pending EPA approval of the Florida approach.

3. Applicability to the FDEP Regulatory Community

Electronic reporting is voluntary. The FDEP does not mandate that regulated entities use electronic methods to submit documents in lieu of paper-based submissions. However, if documents or reports are submitted electronically, the FDEP eReporting System will be the only means to do so.  We are required by federal regulations to provide any submitter or signatory with the opportunity to review all the information provided in the electronic document. Where the information that is being reported is so large that it can not reasonably be visually inspected for accuracy and completeness, such as in the case of a laboratory submitting numerous sampling results, then addition means of data validation should be employed.

Electronic documents and reports that could be submitted via the FDEP eReporting System would include, but not be limited to: required reports, event driven notices, permit applications, and certifications of compliance or non-applicability. 

Examples of the regulated community that might use the FDEP eReporting System to submit electronic reports and documents include: publicly or privately owned treatment works, owners and operators of treatment works treating domestic sewage, local and regional air boards, local and regional waste management authorities, municipal drinking water authorities and privately owned water works, industry owners and operators, waste transporters, industrial dischargers, various small businesses, sponsors such as universities or laboratories that submit or initiate/support studies, and testing facilities that both initiate and conduct studies. 

4. Current Scope

The FDEP eReporting System includes the business practices, apparatus, procedures, software, records, and documentation used by FDEP to receive electronic documents and reports.  The FDEP eReporting System will encompass the common business and system processes associated with:

· registration of users and potential signatories,

· e-signature,

· report submittal,

· signature validation,

· copy of record creation and maintenance.

The FDEP eReporting System will also incorporate any customized processes associated with reports submitted electronically including:

· the actual creation of the electronic report, whose contents will be obtained through an on-line session, a data flow, or the identification of electronic document attachments,
· other modules customized to the business needs of individual programs (such as electronic payment, spatial locator, or special communications),
· the authority to submit, which is established for each individual report type.
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5. Implementation Time Frame
For EPA-authorized programs that had “existing” electronic document receiving systems as of October 13, 2005 the deadline for these programs to submit their applications (through completeness review) is October 13, 2007. EPA has 75 days from receipt to conduct a “completeness” review. Therefore, in order for existing electronic document receiving systems to continue receiving electronic documents and remain in compliance with CROMERR, the FDEP must have its CROMERR Application Paperwork to the EPA on or before July 30, 2007. For “existing” systems notified of application completeness before October 13, 2007, and “new” systems, the EPA has 180 calendar days to approve or deny the CROMERR Application, or until April 13, 2008.  (Note: EPA is also allowing for authorized programs to request extensions to the two year grace-period.)

It is the intention of the FDEP CROMERR Coordinating Workgroup to have the CROMERR Application Paperwork completed by mid-May, 2007. Application development could begin concurrent to the EPA approval process in an attempt to complete the FDEP eReporting System.

6. The User Account Manager Module

The User Account Manager Module includes the user profile, authentication, security and electronic signature information. Users interface with the User Account Manager Module to register, close their account, or update user information such as their Name, Address, Password, and PIN.

7. Electronic Signature and the Electronic Signature Device 

An “electronic signature” means information in digital form that is included in or logically associated with an electronic document for the purpose of expressing the same meaning and intention as would a handwritten signature if affixed to an equivalent paper document with the same reference to the same content. 

An “electronic signature device” is any code or other mechanism that is used to create electronic signatures. At FDEP, a shared-secret-based electronic signature device will be employed consisting of the username, password and PIN combination.  

Electronic Signature Device = e-Signature = (username + password + PIN)

8. Electronic Signature Device Creation Process

Username:  

Registrant creates a username.

Password:  

1.  System generates a password and emails it to the registrant to an out-of-band email address.

2.  Registrant is required to change Password, upon receipt.

PIN:  

1. The registrant is advised in order to submit any reports to FDEP electronically, they must obtain a PIN.  The System prompts the registrant to Print, sign and mail a PIN Request Form to FDEP.

2.  When the PIN Request form has been received by the FDEP, a disinterested individual reviews the request.  Upon approval a disinterested individual employed by FDEP assigns a PIN and emails it to the registrant.
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9. Identity-proofing process

The PIN Request Form also serves as Electronic Signature Agreement and a Subscriber Agreement, once signed. The Electronic Signature Agreement is printed by the registrant and must be signed by the registrant with a wet-ink handwritten signature on paper and mailed in a sealed envelope to FDEP.  The Subscriber Agreement is reviewed as part of issuing the PIN.  See Attachment A: PIN Request Form and Electronic Signature Agreement.

10. Central Clearinghouse

The department will establish a central clearinghouse for the receipt, processing, and storage of Subscriber Agreements (a signed Electronic Signature Agreement.)  Only one Subscriber Agreement is needed for each signatory.  The single Subscriber Agreement is valid for any electronic submittal to any program in the agency.  The agreements will be stored in a manner that prevents unauthorized access.  Sufficient security will be maintained to ensure that no agreement has been tampered with or prematurely destroyed.  
Responsibilities of the Central Clearinghouse will include:

· Review of PIN Request Forms

· Issuing PINS

· Maintain user accounts (resetting PINS)

11. Identity Records Policy

The paper copy Subscriber Agreement containing the wet-ink signature of the signatory will be securely stored until five years after the associated electronic signature device has been deactivated.

12. Electronic Signature Device Maintenance (Deactivate, Revoke And Renew)

· Electronic signature devices remain active until revoked or deactivated.

· Electronic signature devices are revoked when the evidence shows that the electronic signature device has been compromised.

· If a password is forgotten, a registrant can request a user-defined clue. If this clue is not sufficient to jog their memory, then a registrant can request a new password during the on-line session by providing the correct answer to the security question. The security clue and the answer to the security question are obtained during the registration process.

· If a PIN is forgotten a registrant can request a new PIN by providing the correct answer to the security question obtained during the registration process.

· The registrant must change their password and may change their PIN, but the Password and PIN cannot be changed during the same session.

· The registrant may request that their user account be closed. This action will deactivate the electronic signature device.

13. Identity-Proofing Process

Registrants are not allowed to submit electronic reports to the FDEP until they have registered, submitted a Subscriber Agreement, and received an e-mail from FDEP with their PIN.

14. Minimizing The Risk of Compromise to The Signing Electronic Signature Device 

The FDEP relies primarily on prevention to ensure that the electronic signature device is not compromised.   

· Communications referencing the password and PIN are sent “out-of-band.” 

· The username, password, and PIN are never included together in the same paper or electronic correspondence. 

· The username, password and PIN are not stored together in the database.  The username and PIN combination is protected from disclosure by storing it only in its encrypted form. The password is stored in an internal (Oracle) system file that is not only encrypted, but also not viewable.

· Both within the Subscriber Agreement and during the submittal process, a certification statement and warning is displayed advising the signatory that false certification carries criminal penalties.

· Secure Socket Layer is used to keep the transmittal of information secure.

· During the use of the electronic signature device, if the (username, password, PIN) combination on file does not match the device used during submittal, the transaction is not allowed.

· If a submittal is successful, an acknowledgement is sent to the out-of-band email address of the signatory directing them to notify the department of unauthorized use of the electronic signature device. 

· After five consecutive failed attempts to use the electronic signature device, the transaction is terminated.

15. Determining Electronic Signature Device Ownership

The system validates the (username, password, PIN) combination is valid for the signatory at the time of submittal. 

16. Determining that electronic signature device is not compromised

If a submittal is successful, an acknowledgement is sent to the out-of-band email address of the signatory directing them to notify the department of unauthorized use of the electronic signature device. 

17. Determining a registrant’s signing authority

The registrant’s signing authority is established during the creation of the electronic report by associating the username to a defined responsibility (relationship) for the individual electronic report.  The Report Submittal and Signature Validation processes check the username, password and PIN to validate that the individual signing and submitting the report is authorized to do so. Any further review of a registrant’s signing authority is done manually during the review of the report.
18. Validating Signatures 

The Username, Password, and PIN combination are automatically validated by the system during the Report Submittal and Signature Validation processes by matching the combination on file for the identified signatory.
19. Ensuring that the electronic document cannot be altered without detection at any time after being signed

The system prevents tampering by not allowing updates or changes to the electronic report, once signed.  In addition, the electronic report is hashed and the system establishes that the hash has not been altered since it was calculated. When the electronic report is accessed, it is rehashed and if the hash code is different the system notifies the user.

In addition, for electronic reports that by rule require a wet-ink signature and seal of a licensed professional, the following binding of signature occurs.  The report submittal process involved the creation of an “authentication document” which is a hard copy paper document that is signed and sealed by the licensed professional.  

20. “Including” signatures in copies of record

Because the signatory’s identity must be validated in order to submit an electronic report, and a pointer to the encrypted version of the electronic signature is maintained securely in the registration module, the actual electronic signature never appears on the electronic report.  The electronic signature is “included” in the copy of record by maintaining this pointer to the encrypted username of the owner of the electronic signature.

21. Creating (establishing) the Copy of Record

Every submittal is associated with an on-line session.  The copy of record captures and preserves the file containing the electronic document exactly in the form and format in which it is received. With transmitted files, The FDEP eReporting System will rely on what the system receives (e.g. XML, tags) plus the file format specifications/instructions (such as the XML style-sheet). With on-line forms, the FDEP eReporting System will rely on documentation of how the on-line form software operates to create input files (e.g. templates).

22. Maintaining the Copy of Record

The electronic report receiving system maintains a copy of record in the same format as it was transmitted. The report will be maintained in a format as close to the original as possible for transmitted files, and electronic documents (in the form of text or images). A link to the style-sheet (or template) corresponding to the data is kept in the copy of record. Transmittal files and data streams will be rendered using the presentation layer that emulates existing paper forms, wherever applicable.

When the electronic report is created, the copy of record is built from two parts: the template (or style-sheet) and the contents.  The template exactly matches the online form at the time of submittal. The content consists of the data collected from that online form and a reference to the template in effect at the time of submittal. All versions of the template are maintained. The template is merged with the contents in order to build the copy of record in human readable form.  

23.  Providing opportunity to review: 

a. document content: 

The FDEP Report Receiving System segregates the function of document creation from document submittal.  When the document content is created with an online session, the document content is available to review for each signatory prior to submittal either in the online forms, or via a report that can be opened or printed at any time.  When the report contains additional files that are to be included as part of the submittal (MS Word, Excel, Images, CADD files, flat files, etc), these files can also be reviewed at any time during or after their attachment to the report. 
b. certification statements and warnings: 

During the submission process, the certification statements are displayed at the time of using the electronic signature device.  In addition, warnings about illegal or inappropriate use of the electronic signature device are displayed prior to submittal to discourage illegal use. The certification statements and warnings that were displayed at the time of signing can be retrieved at any time.
c. the copy of record:

The copy of record for which a user has contributed (as a signatory or preparer) is available to that user through the web interface.
24.  Ensuring that the electronic document was  submitted knowingly and not by accident

A confirmation is emailed to the signatory(ies) at the time of each submittal, notifying them that a final submittal has been received.  Regardless of whether the submittal is accidental or not, the submittal is retained in the report receiving system.  If the signatory requests the submittal be withdrawn, then the submittal will be flagged with the reason for the withdrawal.
25. Transmission error checking and documentation

At the time the electronic report is submitted by the signatory, the report content and any optional or additional attachments are hashed by the server and a hash code for each is stored and presented to the signatory. Additionally a hash code is calculated for the entire submittal package.  After transmission is complete, the report components are hashed by the server again and compared to the original stored hash value.  If the hash values have changed, this indicates a transmission error occurred. Regardless of whether a transmission error has occurred or not, the submittal is retained in the report receiving system. A message is displayed for the report reviewer when the report is accessed in the report receiving system indicating the hashed value at the time of transmission does not match the current hashed value.  If the signatory or the report reviewer finds that the report contains transmission errors, the report can be flagged with the reason for repudiation and a version returned to the signatory for review and resubmittal.
26. How is copy of record shown to be true and correct?

The copy of record captures and preserves the file containing the electronic document exactly in the form and format in which it is received. It is shown to be true and correct using the process of calculating and storing the original hash value and enabling a rehash and comparison at any time.  

In addition, the copy of record is accessible by the signatories for their review and repudiation at any time after transmission.

27. Interpreting copy of record data elements

Every submittal creates a copy of record and is associated with an online session to capture the user information for the Signatory, the date and time stamp of the submittal, the content of the submittal, and any attachments.  The copy of record contains a pointer to a display layer which contains the template or style sheet in use at the time of submittal which describes the meaning of contents of the submitted report.  The report contents are made “human readable” by pairing the report contents and the display template at the time of submittal.

Attachment A:

	Mail To:

Department of Environmental Protection
2600 Blair Stone Rd, 
Tallahassee, FL 32399-2400 
	


	PIN REQUEST FORM 

	 
	
	

	User Login Name:   
	ALLISONW 
	

	First Name:   
	ELIZABETH 
	

	Last Name:   
	WALKER 
	

	Job Title:   
	dep 
	

	Name of Organization/Firm:   
	DEP 
	

	Telephone:   
	456 - 456 - 4567 
	

	Fax:   
	122 - 345 - 0000 
	

	E-mail:   
	elizabeth.walker@dep.state.fl.us 
	

	PE #:   
	6582 
	

	 
	 
	

	 
	Mailing Address:
	

	Street:   
	123456 
	

	City:   
	TALLAHASSEE 
	

	State:   
	MA 
	

	Zip:   
	33344 
	


ELECTRONIC SIGNATURE AGREEMENT

I, the undersigned agree to protect the electronic signature device from compromise; to promptly report to the Florida Department of Environmental Protection any evidence discovered that the device has been compromised. 

I agree to be held as legally bound, obligated, or responsible by the electronic signatures created using the electronic signature device as if my handwritten signature were affixed. 

Signature:  ____________________________________   Date:  _______________________ 
Definition of terms
:

Acknowledgment means a confirmation of electronic document receipt.

Administrator means the Administrator of the EPA.

Agreement collection certification means a signed statement by which a local registration authority certifies that a subscriber agreement has been received from a registrant; the agreement has been stored in a manner that prevents unauthorized access to these agreements by anyone other than the local registration authority; and the local registration authority has no basis to believe that any of the collected agreements have been tampered with or prematurely destroyed.

Authorized program means a Federal program that EPA has delegated, authorized, or approved a state, tribe, or local government to administer, or a program that EPA has delegated, authorized, or approved a state, tribe or local government to administer in lieu of a Federal program, under other provisions of Title 40 and such delegation, authorization, or approval has not been withdrawn or expired.

Central Data Exchange means EPA’s centralized electronic document receiving system, or its successors, including associated instructions for submitting electronic documents. 
Chief Information Officer means the EPA official assigned the functions described in section 5125 of the Clinger Cohen Act (Pub. L. 104–106). 
Copy of record means a true and correct copy of an electronic document received by an electronic document receiving system, which copy can be viewed in a human-readable format that clearly and accurately associates all the information provided in the electronic document with descriptions or labeling of the information. A copy of record includes: 

(1) All electronic signatures contained in or logically associated with that document; 

(2) The date and time of receipt; and 

(3) Any other information used to record the meaning of the document or the circumstances of its receipt. 
CROMERR means the “Cross-Media Electronic Reporting Rule” located at 40 CFR, Part 3. CROMERR provides the performance standards applicable to electronic reporting under EPA’s authorized state, tribe, and local programs.

Disinterested individual means an individual who is not connected with the person in whose name the electronic signature device is issued. A disinterested individual is not any of the following: The person’s employer or employer’s corporate parent, subsidiary, or affiliate; the person’s contracting agent; member of the person’s household; or relative with whom the person has a personal relationship. 
Electronic document means any information in digital form that is conveyed to an agency or third-party, where ‘‘information’’ may include data, text, sounds, codes, computer programs, software, or databases. ‘‘Data,’’ in this context, refers to a delimited set of data elements, each of which consists of a content or value together with an understanding of what the content or value means; where the electronic document includes data, this understanding of what the data element content or value means must be explicitly included in the electronic document itself or else be readily available to the electronic document recipient. 
Electronic document receiving system means any set of apparatus, procedures, software, records, or documentation used to receive electronic documents. 
Electronic signature means any information in digital form that is included in or logically associated with an electronic document for the purpose of expressing the same meaning and intention as would a handwritten signature if affixed to an equivalent paper document with the same reference to the same content. The electronic document bears or has on it an electronic signature where it includes or has logically associated with it such information.

Electronic signature agreement means an agreement signed by an individual with respect to an electronic signature device that the individual will use to create his or her electronic signatures requiring such individual to protect the electronic signature device from compromise; to promptly report to the agency or agencies relying on the electronic signatures created any evidence discovered that the device has been compromised; and to be held as legally bound, obligated, or responsible by the electronic signatures created as by a handwritten signature. 
Electronic signature device means a code or other mechanism that is used to create electronic signatures. Where the device is used to create an individual’s electronic signature, then the code or mechanism must be unique to that individual at the time the signature is created and he or she must be uniquely entitled to use it. The device is compromised if the code or mechanism is available for use by any other person. 
EPA means the United States Environmental Protection Agency. 
Existing electronic document receiving system means an electronic document receiving system that is being used to receive electronic documents in lieu of paper to satisfy requirements under an authorized program on October 13, 2005 or the system, if not in use, has been substantially developed on or before that date as evidenced by the establishment of system services or specifications by contract or other binding agreement. 
FDEP means the State of Florida Department of Environmental Protection.

Federal program means any program administered by EPA under any other provision of Title 40. 
Federal reporting requirement means a requirement to report information directly to EPA under any other provision of Title 40. 
Handwritten signature means the scripted name or legal mark of an individual, handwritten by that individual with a marking-or writing-instrument such as a pen or stylus and executed or adopted with the present intention to authenticate a writing in a permanent form, where ‘‘a writing’’ means any intentional recording of words in a visual form, whether in the form of handwriting, printing, typewriting, or any other tangible form. The physical instance of the scripted name or mark so created constitutes the handwritten signature. The scripted name or legal mark, while conventionally applied to paper, may also be applied to other media. 
Information or objects of independent origin means data or items that originate from a disinterested individual or are forensic evidence of a unique, immutable trait which is (and may at any time be) attributed to the individual in whose name the device is issued. 
Local registration authority means an individual who is authorized by a state, tribe, or local government to issue an agreement collection certification, whose identity has been established by notarized affidavit, and who is authorized in writing by a regulated entity to issue agreement collection certifications on its behalf. 
Out-of-Band means external to the on-line session.

Priority reports means the reports listed in Appendix 1 to part 3. 
Subscriber agreement means an electronic signature agreement signed by an individual with a handwritten signature. This agreement must be stored until five years after the associated electronic signature device has been deactivated. 
Transmit means to successfully and accurately convey an electronic document so that it is received by the intended recipient in a format that can be processed by the electronic document receiving system. 
Valid electronic signature means an electronic signature on an electronic document that has been created with an electronic signature device that the identified signatory is uniquely entitled to use for signing that document, where this device has not been compromised, and where the signatory is an individual who is authorized to sign the document by virtue of his or her legal status and/ or his or her relationship to the entity on whose behalf the signature is executed.

Excerpt showing Subpart D, Section 3.2000 only:

§ 3.2000 What are the requirements authorized state, tribe, and local programs’ reporting systems must meet? 

(a) Authorized programs that receive electronic documents in lieu of paper to satisfy requirements under such programs must: 

(1) Use an acceptable electronic document receiving system as specified under paragraphs (b) and (c) of this section; and 

(2) Require that any electronic document must bear the valid electronic signature of a signatory if that signatory would be required under the authorized program to sign the paper document for which the electronic document substitutes, unless the program has been approved by EPA to accept a handwritten signature on a separate paper submission. The paper submission must contain references to the electronic document sufficient for legal certainty that the signature was executed with the intention to certify to, attest to, or agree to the content of that electronic document. 

(b) An electronic document receiving system that receives electronic documents submitted in lieu of paper documents to satisfy requirements under an authorized program must be able to generate data with respect to any such electronic document, as needed and in a timely manner, including a copy of record for the electronic document, sufficient to prove, in private litigation, civil enforcement proceedings, and criminal proceedings, that: 

(1) The electronic document was not altered without detection during transmission or at any time after receipt; 

(2) Any alterations to the electronic document during transmission or after receipt are fully documented; 

(3) The electronic document was submitted knowingly and not by accident; 

(4) Any individual identified in the electronic document submission as a submitter or signatory had the opportunity to review the copy of record in a human-readable format that clearly and accurately associates all the information provided in the electronic document with descriptions or labeling of the information and had the opportunity to repudiate the electronic document based on this review; and 

(5) In the case of an electronic document that must bear electronic signatures of individuals as provided under paragraph (a)(2) of this section, that: 

(i) Each electronic signature was a valid electronic signature at the time of signing; 

(ii) The electronic document cannot be altered without detection at any time after being signed; 

(iii) Each signatory had the opportunity to review in a human-readable format the content of the electronic document that he or she was certifying to, attesting to or agreeing to by signing; 

(iv) Each signatory had the opportunity, at the time of signing, to review the content or meaning of the required certification statement, including any applicable provisions that false certification carries criminal penalties; 

(v) Each signatory has signed either an electronic signature agreement or a subscriber agreement with respect to the electronic signature device used to create his or her electronic signature on the electronic document; 

(vi) The electronic document receiving system has automatically responded to the receipt of the electronic document with an acknowledgment that identifies the electronic document received, including the signatory and the date and time of receipt, and is sent to at least one address that does not share the same access controls as the account used to make the electronic submission; and 

(vii) For each electronic signature device used to create an electronic signature on the document, the identity of the individual uniquely entitled to use the device and his or her relation to any entity for which he or she will sign electronic documents has been determined with legal certainty by the issuing state, tribe, or local government. In the case of priority reports identified in the table in Appendix 1 of Part 3, this determination has been made before the electronic document is received, by means of: 

(A) Identifiers or attributes that are verified (and that may be re-verified at any time) by attestation of disinterested individuals to be uniquely true of (or attributable to) the individual in whose name the application is submitted, based on information or objects of independent origin, at least one item of which is not subject to change without governmental action or authorization; or 

(B) A method of determining identity no less stringent than would be permitted under paragraph (b)(5)(vii)(A) of this section; or 

(C) Collection of either a subscriber agreement or a certification from a local registration authority that such an agreement has been received and securely stored. 

(c) An authorized program that receives electronic documents in lieu of paper documents must ensure that: 

(1) A person is subject to any appropriate civil, criminal penalties or other remedies under state, tribe, or local law for failure to comply with a reporting requirement if the person fails to comply with the applicable provisions for electronic reporting. 

(2) Where an electronic document submitted to satisfy a state, tribe, or local reporting requirement bears an electronic signature, the electronic signature legally binds or obligates the signatory, or makes the signatory responsible, to the same extent as the signatory’s handwritten signature on a paper document submitted to satisfy the same reporting requirement. 

(3) Proof that a particular electronic signature device was used to create an electronic signature that is included in or logically associated with an electronic document submitted to satisfy a state, tribe, or local reporting requirement will suffice to establish that the individual uniquely entitled to use the device at the time of signature did so with the intent to sign the electronic document and give it effect. 

(4) Nothing in the authorized program limits the use of electronic documents or information derived from electronic documents as evidence in enforcement proceedings. 







�Add specific deadline and compliance requirements





� State of Florida Department of Environmental Protection. “PlanIT: Information Technology Strategic Plan 2006.” 


� Cross-Media Electronic Reporting; 40 CFR Part 3, Subpart A, ss. 3.3
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